RS-232 Over Ethernet

User’s Manual

STE-232




Table of Contents

L0 o LU o3 1 o1 o IR 1
(ST L L T PP 1
SP LTI CALIONS ... 1
InStalling VCOM SELUP PrOGIaMIMET ... 2
Connecting the RS-232 OVer EtNEIMNET ...t e e e e e eeanes 7
ASSIGNING @ STALIC 1P .o 7
Creating a COM port With VCOM ......cooiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt 10
Configuring the PAramMELEIS ......ooiiiiiiiiiiee e 13
(U LY od Ao T [ o Y 1V Lo 1 o o 14
Ao Lo LT Y=Y A= Lo ] =1 ] o USSR 14
V2V ] Lo T o 1 ) o TS 15
G 1= 1 1 o PSP 15
A PASSWOIT SETHING coeiiiiiiiiiiiiiiiiiiie ettt ettt ettt et e e e e e e e e e e e eeeees 16
o o T= To o 1= = V01 =Y =1 41 o ST 16
6.Reset the device to take effeCt. ... 16
T TCP CONIIOl e 17
BLUD P 17
DU A R T 18
O RSTCT= 1o o T DT o = SRR 19



Introduction

The unit is an Ethernet to RS-232 Serial Bridge. It can be used to connect any standard serial
communication devices such as a PC, an audio/video distribution system etc., to an Ethernet network. It

allows bi-directional communication between the two ends. It operates as both a network server and a client
that means it is able to both initiate and accept network connections. Once a network connection is made,
the remote networked device or computer is virtually connected to the serial device on the other side of the

Bridge. Both the network device and the serial device can send and receive messages to and from each

other. Up to twelve network devices can be connected simultaneously. Data sent from any one of them is
bridged to the serial port. Data received on the serial side is transmitted to all connected network devices.

The bridge can send and receive both UDP and TCP packets.

Features

Specifications

Supports TCP / IP / UDP / DHCP and HTTP protocols
Allows up to twelve ( 12 ) simultaneous TCP / IP network connections
Data transfer rate up to 230k bps
Supports software handshaking ( XON / XOFF ) and hardware handshaking ( RTS/ CTS)
Multiple Bridges can be used on the same network
Integrated 802.3 compliant 10 / 100 Mbps network interface
RS232, DB-9 male 9pin serial port connection

Supports Windows 98SE / 2000/ XP / Vista/7/8/8.1/10/ 11; Windows server 2003 / 2008 / 2008R2
/2012 / 2012R2 or higher

DB-9M Pin Assignment

Model No. STE-232 Pin No. Definition
Baud Rate 230 kbps 1 DCD
Connector Ethernet RJ-45 Female 2 RXD
RS-232 DB-9 Male 3 TXD
Ethernet 10/100 Mbpsl, c,)%uBthseeTls(ct 10BaseT or 4 DTR
Configuration SLAN Utility, Serial Console 5 GND
Flow Control (RTS/CTS) Hardware / Software* 6 DSR
Power Supply 5vDC 1A 7 RTS
Housing Plastic 8 CTS
Dimension (LxW xH) 66 x 39 x 20mm 9 RI

Remarks:

For the software flow control, you may select “none” on the part of Hardware Flow Control of UART setting.

(see page 19)




Installing VCOM setup programmer

Click VCOM_SETUP_V3.6.5.exe’ from enclosed CD.

WCOM_SETUP_ W
3.6.5.exe

There will show ‘Preparing to Install’ on your screen shot.

-
InstallShield Wizard

.

Preparing to Install...

wait,

Checking Operating System Yerzion

WCOM Setup iz preparing the InstallShield Wizard, which
will guide you through the program setup procezs. Please

Click ‘Next’

F —
VCOM - InstallShield WizardJ
—

i Welcome to the InstallShield Wizard for YCOM

A on pour computer. To continue,




VCOM is configuring your new software installation.

| VCOM - InstallShield Wiza

Setup Status

Creating shortcutz

AENNNNNNNNNNEEE

When setup has finished installing VCOM on your computer, you may click ‘Finish’.

i ——
VCOM - InstallShield Wizard

InstaliShield Wizard Complete

Setup has finished installing YCOM on your computer.




Then the wizard will go on ‘WinPcap 4.1.3 Setup’, you may click ‘Next'.

@ WinPcap 4.1.3 Setup |‘i|_‘éj

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
haome page.

hittp: //www. winpcap. org

Mext = ] | Cancel

Click ‘I Agree’ and go next.

.
{3 WinPcap 4.1.3 Setup lil_‘-":_hj
R R) - License Agreement
I \J ln caP Flease review the license terms before installing WinPcap 4. 1.3.

Press Page Down to see the rest of the agreement.

“opyright (c) 1999 - 2005 NetGroup, Politecnico di Torine (Ttaly). -
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California).

Copyright (c) 2010 - 2013 Riverbed Technology, San Francsco (California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.
2. Rn_adish'ibuﬁpl‘_us in I:_u_inar\,r fu.rm_must repr_odu_u:e the above u:u:upy_fright notice, this _Iist of -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4. 1.3.

< Back |[ I Agree ] | Cancel




Click ‘Install’ and go next.

{7 WinPcap 4.1.3 Setup =l
U b Installation options
l'n caP Please review the following options before instaling WinPcap
4.1.3

[¥]automatically start the WinPcap driver at boot time!

Mullsoft Install Swstem w2, 46

< Back H Install ] [ Cancel

The ‘WinPcap’ wizard will go installing accordingly.

r .- —
{ WinPcap 4.1.3 Setup ]

u b Installation Aborted
ln caP Setup was not completed successfully,

Installation aborted. The old version of WinPcap has not been removed. Click Cancel to Exit.

Mullsoft Install System w2, 46

| < Back Mext =




Click ‘Finish’ when Setup wizard is installed on your computer.

@ WinPcap 4.1.3 Setup

e \

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1.3 has been installed on your computer.

Click Finish to dose this wizard.




Connecting the RS-232 over Ethernet

B Connect the RS-232 over Ethernet to your computer using a standard cross over cable (EIA/TIA T568B)
LAN cable.

B Connect the RS-232 over Ethernet to the power supply and turn on the power.

Assigning a static IP

The default IP address of the RS-232 over Ethernet is 192.168.2.1. For your computer to be able to find the
RS-232 over Ethernet, you need to assign a static IP address between 192.168.2.2 and 192.168.2.254 that
is in same range to the network connection with the RS-232 over Ethernet.

1. Click Start and go to ‘Control Panel\All Control Panel Items\Network’ and Sharing Center.

2. Click on ‘Local Area Connection’ (this is the connection where the RS-232 over Ethernet is connected).
If you have not connected the RS-232 over Ethernet to your computer; or if the cable is incorrectly
connected, you might not be able to see this ‘Local Area Connection’, so make sure the RS-232 over
Ethernet is properly connected to your computer.

- T o e

o R - - -
Q jw' s » Control Panel » AN Control Panel Rema » Network and Shanng Center

%

- - - a - -

o
View your basic network information and set up connection:
L X
-

3o Mutigie resaorts Werret

T omput
View yOW Mt networts

enet
~'. b P

Fmp Unidentified network :“'"’
THY  retic netacd S

Chunge your metacring settngs
W srpane
S0t up & weriess, Broadtand. dal-up, #d ho<, 50 VPN CONRETTON 66 M8 UP § 0uter OF ICCESS POV
Connect cr reconmect to & marslest, wired, Sal-up, or VW netwerk connection
Accens Ties and printess IO 00 other Aetwod Compnters of Cnge sSharng settngs
-
Moot ¢ Dusgnoar 3nd 1epar retacrk probiems o gt Stubleshecting wdcrmaticn
tel® PROSet Wireless Took
Internet Optians

ensve's Internet Connection




3. Click on ‘Properties’
- —
U Local Area Connection Status (e
General
Connection

IPv4 Connectivity: No network access
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 01:32:11

I Speed: 100.0 Mbps "

L
|| Activity
| ™| 'l
Sent —— &E‘ ——  Received
| 4
Bytes: 253,565 | 299,727

[@Bfoperbes] #) Disable H Diagnose ]

It shows a new COM port (Internet Protocol Version 4(TCP/IPv4)) has been established.
U Local Area Connection Properties X0

Networking | Sharing

Connect using:

This connection uses the following items:

451 COMODO Intemet Security Firewall Driver -
451 QoS Packet Scheduler

,Q File and Printer Sharing for Microsoft Networks
-4 Intemet Protocol Version 6 (TCP/IPvE)

W |temet Protocol Version 4 (TCP/IPv4)

-&. Link-Layer Topology Discovery Mapper 1/0 Driver

<. Link-Layer Topology Discovery Responder -
< | T T

’ Install.... ] ] Uninstall ‘ l Properties ]
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

! [ ok |[ Cancel




4. Highlight the “Internet Protocol" and click "Properties”
Internet Protocol Version 4 (TCP/IPv4) Properties m

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7 Obtain an I address automatically

@ Use the following IP address::

IP address: 192,168, 2 , 2
Subnet mask: 255,255,255, 0
Detault gateway:

Obtain DNS server address automatically
(@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[T validate settings upon exit

[ OK ][ Cancel ]

5. Enter a static IP address between 192.168.2.2 and 192.168.2.254, and the Subnet mask 255.255.255.0,
and click OK. Click OK at the ‘Local Area Connection Properties’ and close to finish. You have now assigned
a static IP address to the network connection with the RS-232 over Ethernet.



Creating a COM port with VCOM

1. Double-click the VCOM shortcut to launch the application. (You may receive a firewall notification at this
point of the install, please allow access to this application)

[ @ Windows Security Alert [

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of VCOM on all public and private networks.
7 Name: vcom|
(@ Publisher: Unknown
Path: C:\users\desktop\xs1000\1_vcom\vcom.exe

| Allow VCOM to communicate on these networks:
[7] Private networks, such as my home or work network

|| Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

Allow access ][Cancel

2. The RS-232 over Ethernet successfully connected to your computer with a static IP address between
192.168.2.2 and 192.168.2.254 and makes sure plug the power supply; click the ‘Search’ button.

B Click the Search button in the VCOM software window to locate the device. Once VCOM found the
connected RS-232 over Ethernet, it will show on line one in the Device Info window.

| Main
(3)o]x]@
‘ Ay )
il ear bylP anfigurs
V™ —
Utilities Device Info- 1 Device(s)

ﬁ]g___—tl-Beu'rE'ﬂﬂ_ | Device Mame I Praject Name i Tl

1 0001 MNetUART MetlJART 00-50-C2-14-03-17
T ———

4 1 3

Message Log- Device Info | Message Log- VICOM Info

T4 02:05:34 1 device(s) searched.

[Now: 2014/3/18 % 020558 |
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To create a COM port click ‘COM Mapping’ under the ‘Utilities’ panel and click the ‘Add’ button.

- -
# VCOM365 E=REER
| Main
‘ Exit Add f Remove
Utttities COM Mapping - 0 COM(s)
=-kd VCOM Mo | comPport | TcPpUDP | server/client
. Device Info

= o1 COM Mapping

4 1

| Message Log-Device Info | Message Log- vcOM Info | |
I I
T 02:05:34 1 device(s) searched.
[Now: 2014/3/18 75 0208:07 | I

3. A new window opens which lists the connected RS-232 over Ethernet(s). Click on the server listed, this
will bring up the information of the server in the text fields, and click ‘OK’.

Add veom TR S5
Reszcan |
Mo | Device Name | MAL Address | Search |
1 MNetUART 00-50-C2-14-0317 192168,
< | T | [
TCR/UDR & TCP = UDP

Server/Client i Server & Client

IP fddress  [192.168.21 Local Part |
COM COM [4 j Remote Port |23

f [+ Enable Control Connection
|1 second(z] for reconnection interyal.
& OK * Cancel

11



4. The COM port will now be listed under the ‘COM Mapping’ window.

- VCOM3.6.5

| Main
‘ Exit Add Remave P ————

Utilities e COM Mapping - 1 COM(s) e
=-led VCOM No  |comport | TcPaP | Server/Client | 1P Address | Remote Port | Local ot

™ 4 TCP Client 192,168.2.1

4 | L]

Message Log- Device Info | Message Log- YCOM Info

T 03:09:12 0 device(s) searched,
FF 03:09:20 1 device(s) searched.
F4F nnoea 1 Aaviralel cazrrhad

[Now: 2014/3/18 5 03:16:20 |

5. To further check if the COM port was successfully installed go to Windows Device Manager where the
COM port should be listed under ‘Ports (COM & LPT).

e | m|E HE & RS

4 24 dml-THINK
b @ Batteries
» 12 Biometric Devices
b 78 Computer
b =y Disk drives
» B Display adapters
b 9;“‘5 Human Interface Devices
b - IDE ATA/ATAPI controllers
b - @ IEEE 1394 Bus host controllers
» 2% Imaging devices
b Keyboards
b B Mice and other peinting devices
» =] Modems
» B Monitors
b f Network adapters
475 Ports (COM & LPT)
- 5T ELTIMA Virtual Serial Port (COM4) |
b 23 Processors
» &L SD host adapters
b ﬂi' Security Devices
> g8 SM Driver
b -%/ Sound, video and game controllers
» 78 System devices
b G Universal Serial Bus controllers

B You have now successfully created a serial RS232 COM port!

12



Configuring the parameters

1. To configure the parameters of the RS-232 over Ethernet you can click on the ‘Configure’ button. A
prompt pop-up will open. You may enter the Device account and Password information. Default Device

account is ‘admin’ and password is ‘system’.

B Click OK
Input Attributes

Please Give Account:

Iadmin

Please Give Password:

Ixxxx)1

oK I Cancel

2. You may now configure your desired parameters.

-
Configure Dialog
Administrator =
IP Address =
192.168.2.1
Subnet Mask
255.255.255.0
Gateway
192.168.2.1
DNS
192,168.2.1
1P Configure
¥ Static
| € pHep
< \7 D le’ o . »
|

13



3. Enter the IP address you have set for the RS-232 over Ethernet device into your web browser address bar
(default IP: 192.168.2.1) and you will prompt to login with your user ID and password.

B Default ID > admin
B Default Password: system

@ht(pf//192.168.2.L’-W'mdowsIntemet Bplorer E —— - o - - , - - = |
@Uv[@hnp 10216821/ P . E <[4 [x[[Eeng £ -]
;ile ngit ¥iew ngorites Tools Vﬂelp = ~ —
i Favorites | (@ http://192168.2.1/ i B v~ B - = @ v Pagev Safetyv Teok~ @+
psEREGG ]
|Site: 19216821
ID: admin
Password: eeeses|
o]
|
[
[Done @ Intemet | Protected Mode: Off 4~ ®i0% -

After a successful login, you will see Administrator, TCP Mode, UDP Mode, UART, and Reset Device
selections in left frame of the web console — the following sections will describe their function.

B Note: Press F5 to reload

Error
Invalid Challenge Value or Challenge's Time Expire

Function Introduction

1. Administrator Setting
Under the ‘Administrator’ heading, you will be able to set/change the device password, configure the

networking parameters, display the current firmware version, load the factory defaults, and perform any
future firmware upgrades.

14



Eernel Version v1.432010/01/21

'MAC Address 00:11:22:33:44:00
Nickname I NetUsRT |
IP Setting |
IP Address IE |ﬁ|2— |1_
Subnet Mask | @@ EE\
Gateway | ’EE ZD
IP Configure @® Static O DHCP

Fasgword Setting

Username | [ﬁm—] max:15
Password | i_"““ | max:15
Confirm eesese |

Update |
Load Default Setting to EEPROM

In this page, you can change login ID and Password. The RS-232 over Ethernet device supports a maximum
of 15 characters for password, only alphanumeric characters are allowed (“0-9”,’a-z",”A-Z").
B Press “Update” to store the data. Reset the device to take effect.

2. Version info

B Kernel Version: The installed version of the kernel.

B MAC Address: At present the device MAC Address

B Nickname: the product model name, changeable, max 15 characters
3. IP Setting

To set IP protocol info; IP Configure means using Static IP or gotten by DHCP, reset the product to take
effect

Note: Reset to take new setting effect is to reload the device from the computer, not to press the “Reset”
button at the device

System Setting Saved!!
RESET to take effect

15



4. Password Setting
Max 15 alphabet or number characters reset the product to take effect.

Note: Reset to take new setting effect is to reload the device from the computer, not to press the “Reset”
button at the device

System Setting Saved!!

RESET to take effect

o]

5. Load default setting

On this page, you can load and store the factory default settings into EEPROM. Network settings and MAC
address will not be changed. Press “Load” to load default settings. Reset the device to take effect.

Load Default Setting to EEPROM

Load]

6. Reset the device to take effect.

Reset to take new setting effect is to reload the device from the computer, not to press the “Reset” button at
the device

System Setting Saved!!
RESET to take effect

16



7. TCP Control
B Telnet Setting

7.1. Telnet Server/Client: Currently used to determine the device is to the Telnet Server or Client.

7.2. Port Number: This assigns the TCP server port number that the server will listen on for connecting
clients. (Only for TCP Server Mode)
When the device is Server to telnet, it is the port waiting connecting; when the device is Client, it is
the port connecting externally.

7.3. Remote Server IP Address: when being Client, it is the IP address connecting server of the other
side.

7.4. Client mode inactive timeout: the timeout setting for Server when TCP is operating Client mode

7.5. Sever mode protect timeout: the timeout setting for Client when TCP is operating Sever mode.

TCP Control
Item Value
Telnet Server/Client @ Server O Client O Disable
Port Number 23
Remote Server [P Address 210 200 /181 |j102
Client mode inactive timeout 0 minute (1~99,0=Disable)

Server mode protect timeout 0 minute (1~98,0=Disable,99=Can't replace)

Update

Note: When TCP Control is set to Server or Client mode, the UDP mode will be disabled automatically.
When UDP mode is enabled, the TCP mode will be disabled automatically.
Once you have completed making changes, press "Update" to store the data. Reset the device to take effect.

8. UDP

Status:

On TCP mode, UDP mode will be disabled automatically; On UDP mode, TCP mode will be disabled
automatically.

Local Port:

In UDP mode, the Local Port will be assigned to this device. You can list the remote connection IP and Port
for up to 10 remote devices. Once you have completed making changes, press "Update" to store the data.
Reset the device to take effect.

Remote Address:

The remote address table allows users to set several remote site IP addresses and ports.
When sending data, the device will send UDP data to the IP addresses in the table.

17



unp

ltern Value
Status O ZEnable @ Disable
Local Port 2

P Fort

S| el sl e
=S IEIE

Remote Address

slrsiirsrelrsirelrel el s r<e

=) =3 =3 < = =3

SiiEIEIIENEIE

9. UART

UART or Universal Asynchronous Receiver Transmitter refers to the ‘RS-232 serial port’ of the RS-232 over
Ethernet device. All of the port settings are modified from this page.

Once you have completed making changes, press "Update" to store the data. Reset the device to take effect.
Baud Rate:

Set the baud rate of UART interface. The RS-232 over Ethernet supports 300, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 115200 and 230400bps baud rates.

Character 1 & 2

User can choose Character 1 or 2 to be delimiter. Once delimiter is on, the device will monitor all the data
that UART has received which will be saved on the internal buffer of the device, and then if delimiter function
is detected, the data will be sent directly to Ethernet; if not being detected, the data will be saved on the
buffer of the device and overwritten when the space of the buffer is run out.

Drop Character:

To choose activating delimiter or not, if it is activated, then the delimiter received from UART will not be sent
to Ethernet. Drops the delimiter character of the serial port when sending to TCP, (the receiver doesn't
display the character).

Silent time:

By setting Silent time, the device will not send any data to Ethernet until the set Silent time is up

18



UART Control

ltem Setting

Mode R8232
Baudrate

Character Bits
Parity Type
Stop Bit

hardware
none

Ol character 1: , O character 2]FF |

Hardwrare Flow Control

Delimiter [ silent times | (1~255*200ms

[ Drop Character

Update

10. Search Device

By using VCOM, you may find the RS-232 over Ethernet device from LAN to know the IP Address and MAC
Address. Since the Search function goes by MAC address but not IP address, all RS-232 over Ethernet units
connected to the LAN will be located, regardless of whether or not they are part of the same subnet as the

host.
[ # vcomsss L2 | ) |
£ . ~
Configura g
iles / Device Info- 1 Device(s)
Eu VCOoM ] | Device ID | Device Name | Project Name | MAC Address | Search IP Address Device IP Ad
i Device Info 0001 MetUART NetUART 00-50-C2-14-03-17 192,168.0.103 192,168.0.103,

B com Mapping

4| n +

Message Log- Device Info ] Message Log- VCOM Info

[ -
FFoz09:12 0 device(s) searched.
FF 03:09:20 1 device(s) searched, 1
i = = e O T Tl 1 Aowiralc) caarchod

MNow: 2014/3/18 T4 03:54:18

NOTE:

Beware that it is not allowable to use the RS-232 over Ethernet by two computers at a time/simultaneously in
same range (ex.192.168.x.1) to the network connection.

And it is compulsory to use a static IP address with the RS-232 over Ethernet instead of crossing over
different ranges in network connection. (ex. 192.168.2.1 is configured as static IP address; you may not
communicate data thru 192.168.3.1)

19



Regulatory Compliance

Disclaimer

Information in this document is subject to change without notice. The manufacturer does not make any representations
or warranties (implied or otherwise) regarding the accuracy and completeness of this document and shall in no event be
liable for any loss of profit or any other commercial damage, including but not limited to special, incidental,
consequential, or other damages.

No part of this document may be reproduced or transmitted in any form by any means, electronic or mechanical,
including photocopying, recording or information recording and retrieval systems without the express written permission
of the manufacturer.

All brand names and product names used in this document are trademarks, or registered trademarks of their respective
holders.

CE Certification
This equipment complies with the requirements relating to electromagnetic compatibility.
It has been manufactured under the scope of RoHS compliance.

FCC Compliance Statement

This equipment generates and uses radio frequency and may cause interference to radio and television reception if not
installed and used properly. This equipment has been tested and found to comply with the limits of a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation.

You are cautioned that changes or modification not expressly approved by the party responsible for compliance could
void your authority to operate the equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause undesired operation

ﬂ WEEE (Waste of Electrical and Electronic Equipment),
— Recycling of Electronic Products

In 2006 the European Union introduced regulations (WEEE) for the collection and recycling of all waste electrical and
electronic equipment. It is no longer allowable to simply throw away electrical and electronic equipment. Instead, these
products must enter the recycling process.

Each individual EU member state has implemented the WEEE regulations into national law in slightly different ways.
Please follow your national law when you want to dispose or any electrical or electronic products. More details can be
obtained from your national WEEE recycling agency.
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